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Traditional Finance(Centralized) B
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Liquidity Pool I
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Miner extractable value(MEYV) B
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Miner extractable value(MEYV)

Ty: Buy(q) T,: Buy(q)
X, -2 X, —
1 q\_/1' q % Token 1 reserves
T3: Sell(q)

Figure 1: A front-running scheme (a sandwich attack) with execution ordering (71, Ty, T3),
where T, is the user’s transaction. The miner’s orders, 77 and T3, are in red, and the user’s
order, T, is in blue.
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Miner extractable value(MEYV) I
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Mechanism design with imperfect commitment
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Quasiconcave Function

E X (Quasiconcave Function)
BATREAE S R” — R EZWMM, RN THEER X,y € R fUEER

Aeo,1], A
SOx + (1 = A)y) > min{f{x),/y)}.

May. 16 2025



Potential Functions
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Potential Functions
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Background

Model discussion
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Model discussion
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Communication Model
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mmunicat Model
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Ideal Trading Game

Input: Initial state Xo; order A; from each user %; sequencing rule S.
Output: Execution ordering T' = (11,..., TIT\) and states X1, X»,..., X|7| where T} executes
at Xy 1.

Proceed as follows:

The miner initializes the block B = ().

For all 4, user i privately sends order A; to the miner.

. For all 4, the miner adds A; to B.
. The miner picks some (71,...,T|p|) € S(Xo, B) as the execution ordering.
. Fort=1,...|B|,

(a) The exchange executes T} at state X;—1.

(b) Let X; be the state after T; executes on X;_j.

EHR

Algorithm 2: Trading game with an honest miner.
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Communication Model
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User and miner utility
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Market Manipulation

Market Manipulation S
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Market Manipulation |

Theorem 2
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Market Mani

Market Manipulati S
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THRA] LME T rpetie 5 38 5, SEFIARA) .

T, T, Ty: Buy(q)
X, —6 X, -5 X1 —4 X;-3 X, -2 X1
\/\/\/ Token 1 reserves
T,: Sell(q) Ts Te

Figure 2: Example of a permutation where the miner obtain risk-free profits. Arrows pointing
to the left are buy orders and arrows pointing to the right are sell orders. Miner orders are
in red and user orders are in blue.
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Greedy Sequencing Rule

Greedy Sequencing Rule

Input: Initial state Xo; set of transactions B.
Output: Execution ordering 7T'.
Proceed as follows:

1. Initialize T' as an empty list.
2. Let BPY C B be the collection of buy orders in B. Let Bsell C B be the collection of
sell orders in B.
3. While BP" and B®e!! are both non-empty:
(a) Let t =|T).
(b) If Xz1 > Xo,1:

i. Let A be any order in BPY,
ii. Append A to T and remove A from BPY.

(c) Else:

i. Let A be any order in B!,

ii. Append A to T and remove A from Bsell,
(d) Let X¢+1 be the state after A executes on X;.

4. If BPw U Bsell is non-empty, append the remaining transactions in BP® U Bsell to T in
any order.




Greedy Sequencing Rule B
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Greedy Sequencing Rule

T,
X, -3 X, -2 X -1 X,

T3

Ts

Figure 4: A valid outcome when trading with the Greedy Sequencing Rule for the block that
contains three identical buy orders, Buy(2), and three identical sell orders, SELL(2). The
miner owns the orders in red. The initial state is (X3, X3). Left arrows denote buy orders
and right arrows denote sell orders.
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Greedy Sequencing Rule

Verifier for the Greedy Sequencing Rule

Input: Outcome (Xo,T).
Output: True| False.
Proceed as follows:

1. For t=1,2,...,|T|:
(a) If Ty, Tys1, - - -, Ty are orders of the same type (i.e., all are buy orders or all are
sell orders), then output True.
(b) If X;_11 > X, and T; is a buy order, then output False.
(c) If Xy—11 < Xo, and T; is a sell order, then output False.
(d) Let X; be the state after T; executes on X;_i.

2. Output True.

Algorithm 4: The Verifier for the Greedy Sequencing Rule.
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